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Gantt Chart

 Do a timescale for each ransomware feature to code and 

produce right up until end of year, where dissertation will be 

written.

 Project start T1 Week 8 - 7/11/2022

 Project end T2 Week 13 - 9/5/2023

ID Task Start Finish Duration

Nov 2022 Dec 2022 Jan 2023 Feb 2023 Mar 2023 Apr 2023 May 2023
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3 14d19/01/202302/01/2023Literature Review

7 10d16/02/202303/02/2023Encryption

8 5d23/02/202317/02/2023Decryption

12d24/04/202307/04/2023Replication

5d01/05/202325/04/2023Modification Of Features

10 5d09/03/202303/03/2023Modifying the MBR

12 5d23/03/202317/03/2023User/System Lockout

13 5d30/03/202324/03/2023Ransomware Pop-Up window

14/5

5d06/04/202331/03/2023Countdown Timer14

11 5d16/03/202310/03/2023Registry Edit

5d02/03/202324/02/2023Ransomware Note9

97d16/05/202302/01/2023Dissertation Paper

10d14/03/202301/03/2023Snort Setup

20 18d07/04/202315/03/2023Creating Snort rules

19

22 5d13/04/202307/04/2023Obtaining Existing Simulation Tools

23 16d05/05/202314/04/2023Comparing Against Snort Detection 

6 10d02/02/202320/01/2023Data Exfiltration/Backup

5

18

32
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21/5

17 0d09/05/202309/05/2023Final Project Artefact
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5d26/05/202322/05/2023Project Demonstration
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21 0d07/04/202307/04/2023Snort Detection Ready18

78d09/05/202320/01/2023New Task0 Programming

48d05/05/202301/03/2023New Task0 Detection 48d

105d26/05/202302/01/2023New Task0 Dissertation and Demonstration 105d

78d

2 40d30/12/202207/11/2022Literature and Programming Research1

1 55d20/01/202307/11/2022New Task0 Literature 55d

4 0d20/01/202320/01/2023Literature Finished3

26 15d20/01/202302/01/2023Literature Review22

29 5d11/05/202305/05/2023Comparison Results25

27 3d25/01/202323/01/2023Introduction23

3d27/01/202325/01/2023Methodology2428

0d16/05/202316/05/2023Dissertation Finished2731

30 3d15/05/202311/05/2023Discussion + Conclusion26
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• R1 - Personal data is encrypted and becomes 

unrecoverable.

• R2 - Some ransomware features unable to be safely 

implemented as envisioned

• R3 - Not able to use Hacklab/Netlab network for 

replication feature. 

• R4 - Project data loss

Impact of Risk
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of 

Risk

• R5 - Unable to obtain Ransomware Simulation tools provided 

by companies.

• R6 - Unable to implement a feature due to lack of skill

• R7 - Personal circumstances



Research Question

 Are ransomware simulation tools an effective measure to accurately 

assess network security against a ransomware attack?
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Running Encryption Process



Running Decryption Process



Ransomware Note Function



Running Ransom Note Process
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