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1 | Literature and Programming Research 07/11/2022 30/12/2022 40d 'Q_—,
2 | Literature Review 02/01/2023 19/01/2023 14d L(:)_—,
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4 | Data Exfiltration/Backup 20/01/2023 02/02/2023 1o0d _,_'I
5 | Encryption 03/02/2023 16/02/2023 1o0d L—_-,
6 | Decryption 17/02/2023 23/02/2023 5d L—_-,
7 | Ransomware Note 24/02/2023 02/03/2023 5d L—_-,
8 | Modifying the MBR 03/03/2023 09/03/2023 5d L—_-,
9 | Registry Edit 10/03/2023 16/03/2023 5d L—_-,
10 | User/System Lockout 17/03/2023 23/03/2023 5d ‘—-'_-,
11 | Ransomware Pop-Up window 24/03/2023 30/03/2023 5d L—_—,
12 | Countdown Timer 31/03/2023 06/04/2023 5d L—_—,
13 | Replication 07/04/2023 24/04/2023 12d L—_-,
14 | Modification Of Features 25/04/2023 01/05/2023 5d ‘—-—\
15 | Final Project Artefact 09/05/2023 09/05/2023 od l—‘
16 | Snort Setup 01/03/2023 14/03/2023 10d _,_-I
17 | Creating Snort rules 15/03/2023 07/04/2023 18d L—_-,
18 | Snort Detection Ready 07/04/2023 07/04/2023 od b
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26 | Discussion + Conclusion 11/05/2023 15/05/2023 3d ‘—‘-_—,
27 | Dissertation Finished 16/05/2023 16/05/2023 od LQ-I
28 | Project Demonstration 22/05/2023 26/05/2023 5d I—-




Risk Analysis

R1 - Personal data is encrypted and becomes * R5 - Unable to obtain Ransomware Simulation tools provided
unrecoverable. by companies.

R2 - Some ransomware features unable to be safely + R6 - Unable to implement a feature due to lack of skill
implemented as envisioned * R7 - Personal circumstances

R3 - Not able to use Hacklab/Netlab network for
replication feature.
R4 - Project data loss
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Risk
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Impact of Risk



Research Question

» Are ransomware simulation tools an effective measure 1o accurately
assess network security against a ransomware attacke



Structure Diagram
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User Input Feature/Process

Time Of Ransomware Encryption File extension Simulation

Simulation Name Algorithm Scenario
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Main function

main() 180 B b}
181 =k ' case "2": {
cout << "Select which process to run: \n"; 182 E ] i // Get and display the user name.
cout << "1. Encryption/Decryption\n™; 183 E ] i TCHAR name[UNLEN + 1];
cout << "2. Ransomware Note\n"; g4 E : + DWORD size = UNLEN + 1;
int input; gL8> ; ] !
cin »> input; 86 =R ] | if (GetUserName((TCHAR*)name, &size))
87 A |
if (input == 1) 88 ; E : E wcout << "Hello, ™ << name << "!\n";
{ 89 .1+ 1 decrypt(name);
: cout << "Running encryption process...\n"; 9@ R ! E ¥
. char option; 91 E E ] break;
. cout << "\n"; 92 T
E cout << "What would you like to do?: Y\n"; 93 o ' ¥
E cout << "1. Encrypt file\n"; 94 R ¥
' cout << "2. Decrypt file\n"; 95 H! else if (input == 2)
. cin >> option; 96 E i
E 97 ! E //Get and display the user name.
' switch (option) { 98 .| TCHAR name[UNLEN + 1];
' case '1': { 99 : \  DWORD size = UNLEN + 1;
E ' // Get and display the user name. 08 : E
: : TCHAR name[UNLEN + 1]; 81 = ; if (GetUserName((TCHAR*)name, &size))
.| DWORD size = UNLEN + 1; po2 A |
E E o3 : E E wcout << "Hello, " << name << “!\n";
E ] if (GetUserName((TCHAR*)name, &size)) 204 i E ] note(name) ;
5 : ! 285 | f 1
E i E wcout << "Hello, ™ << name << "Iyn"; 2086 :
E : . encrypt(name); 287 R
: : 1 283 | return 8,
! ] break: 209 -L
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Encryption Function

Hvoid encrypt(TCHAR* name)

{

int key;
char c;

//Key to be used for encryption
cout << "Enter a number for the substitution cipher: ™;

cin »>> key,

// Input stream
fstream fin, fout;

ffinput file

string one = "C:/Users/";
string two = "/0OneDrive/Desktop/";
string three = "importantData.txt",

string four = “encrypt.txt"™;

/fconverting TCHAR to string
wstring beforeConversion = name;
string afterConversion(beforeConversion.begin(), beforeConversion.end());

//Creating Ransomware note on User's Desktop

string file = one + aftterConversion + two + three;
fin.open(file, fstream::in);

f*¥string encrypt = one + afterConversion + two + four;*/
fout.open("encrypt.txt™, fstream::out);

//Reading original file before encryption

while (fin »>> noskipws >> c) { //skipping whitespace and looping through all characters



while {fin >> noskipws >> ¢) { //skipping whitespace and looping through all characters
int temp = (c + key); //simple substitution cipher

44 !

45 i [/creating encrypted file with data changed
46 ' fout << (char)temp;

a7 ¥

e :

A9 // Closing both files

50 fin.close();
] fout.close();

f/Replacing original file with encrypted data
54 fin.open(four, fstream::in);
fout.open(file, fstream::out);

while {fin >> noskipws >> ¢) { //skipping whitespace and looping through all characters

Jfoverwriting original file with encrypted data
int temp = c;
fout << (char)temp;

hoyed == mmmmmmmaa

fin.close();
fout.close();

remove( "encrypt.txt™); //after original file has been encrypted, encrypted file removed
cout << "File successfully encrypted...\n";
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Decryption Function

Elvoid decrypt(TCHAR* name)

|
Ly

m

{

int key;

char c;

cout << "Enter the number for the substitution cipher: ";
cin >»> key;

fstream fin;
fstream fout;

string one = "C:/Users/";
string two = "/OneDrive/Desktop/™;
string three = "importantData.txt"™;

string four = "encrypt.txt";
string five = "decrypt.txt";

[/ fconverting TCHAR to string
wstring beforeConversion = name;
string afterConversion(beforeConversion.begin(), beforeConversion.end());

//Creating Ransomware note on User's Desktop

string file = one + afterConversion + two + three;
string encrypt = one + afterConversion + two + four;
string decrypt = one + afterConversion + two + five;
fin.open(file, fstream::in);

fout.open(five, fstream::out);

while (fin »>> noskipws »>> c) {

: // Remove the key from the
; f/ character



1a5
1@
la7
las
1@9
11@
111
112
113
114
115
116
117
118
119
128
121
122

}

}

int temp = (c - key);
fout << (char)temp;

fin.close();
fout.close();

//Replacing with encrypted data

fin.open(five, fstream::in);
fout.open(file, fstream::out);

/foverwriting original file with decrypted data

int temp = c;
fout << (char)temp;

fin.close();
fout.close();

remove(“decrypt.txt"); //after original file has been decrypted, decrypted file removed

5 while (fin >> noskipws >> ¢) {
: cout << "File successfully decrypted...\n";




Running Encryption Process

Microsoft Visual Studio Debu

Select which process to run:
1. Encryption/Decryption

2. Ransomware Note

|

Running encryption process...

What would you like to do?:

1. Encrypt file

2. Decrypt file

1

Hello, Paddy!

Enter a number for the substitution cipher: 11
File successfully encrypted...

E importantData - Notepad £ importantData - Notepad

. . ) File Edit View
File Edit View

apl,+Tx{z}alyE+0lmEl
Very Important Data




Running Decryptfion Process

Microsoft Visual Studio Debuw

Select which process to run:
1. Encryption/Decryption

2. Ransomware Note

|

Running encryption process...

What would you like to do?:

1. Encrypt file

2. Decrypt file

2

Hello, Paddy!

Enter the number for the substitution cipher: 11
File successfully decrypted...

importantData - Notepad

E importantData - Notepad

Edit View ) , )
File Edit View

apl,,+Tx{z}alyE+0lEl
Very Important Data
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Ransomware Note Function

Hvoid note(TCHAR* name)

/fCrafting location to place the text file on User's Desktop
string one = "C: /Users/";
string two " /OneDrive/Desktop/ransom.txt";

/fconverting TCHAR to string
wstring beforeConversion = name;
string afterConversion(beforeConversion.begin(), beforeConversion.end());

/fCreating Ransomware note on User's Desktop

cout << "Creating Ransomware note at: " << one + aftterConversion + two;
ofstream ransomNote(one + afterConversion + two);

if (ransomMote.is open())

{

; ransomNote << "YOUR FILES HAVE BEEN ENCRYPTEDYn";

: ransomhlote << "Don't worry this can be reversed within the ransomware
; ransomNote . close( ) ;

¥

else {

E cout << "Can't create the ransom note”;

}

simulation toolyn";



Running Ransom Note Process

Microsoft Visual Studio Debu

Select which process to run:

1. Encryption/Decryption

2. Ransomware Note

P

Hello, Paddy!

Creating Ransomware note at: C:/Users/Paddy/OneDrive/Desktop/ransom.txt
C:\Users\Paddy\source\repos\RanSimTool\Release\RanSimTool.exe (process 21356) exited with code 0.

|=| ransom Text Document

= ransom - Notepad

File Edit View

YOUR FILES HAVE BEEN ENCRYPTED
Don't worry this can be reversed within the ransomware simulation tool
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